2023-2025 Commission Goals and Strategies

| AJOREGON
B lCITY

Job Category
NOVEMBER 2024 UPDATE
Department Contact: Michael Dobaj Date: 10/31/2024
Percentage Complete: | 60% Target Completion: | 06 2025

Goal 2.1: Invest in current and future capital needs for safe, sustainable infrastructure and city services

IMPORTANT OR RELEVANT DATES/MILESTONES: (LOOKING AHEAD AT THE NEXT 3 MONTHS)
10/24 - Remove Mimecast from city email flow.
11/24 - Complete archive data migration from Mimecast to Office 365

11/24 - Continue deployment of MDM for personal devices to improve control of city data for
management wanting to use personal mobile devices.

12/24 - Add current Avigilon door access system to the city domain.
12/24 - Complete Project Page replacement with custom GIS application.
02/25 — Setup city DNS for new oregoncityor.gov domain

02/25 — Have some building permits available electronically, continue to implement permits until
all permits are available online.

03/25 — Move lllumio to full enforcement to improve the cities Cyber Security portfolio.

STATUS: (WHAT HAS BEEN DONE/IS BEING DONE)

Pioneer building Avigilon Camera’s and Door Access control completed.

Mimecast in progress of being removed from the cities email flow. Office 365 has same functionality
and removing the cost of Mimecast will allow us to utilize those funds for city infrastructure
improvements.

Cleanup of Avigilon door access as well as deploying single card access to approved facilities
completed. Working with Police to supply camera and door access to all facilities in progress.

New city website project page in progress. This will use city services, SharePoint Lists and Power
Automate to replace current project pages that are no longer supported by the vendor.

Microsoft Teams deployment in progress, cleanup of current file server in progress.

Upgrade of File Server Operating System to a supported version completed. This will allow the city to
continue to use critical and security updates to maintain a secure operating system.

Building ePermitting to allow the public to apply for building permits electronically in progress. This
process has been dictated by the state to be available early 2025.

Endpoint firewall control, Illumio, set to selective mode across the city allowing the city to improve it’s
cybersecurity profile.

Migration to using oregoncityor.gov as our email and website domain set to be processed early 2025.
This migration is required by the state before we are approved to continue to ask for grants and will
improve the cities cybersecurity profile.

Improved network monitoring utilizing Vectra completed. This includes the city now has access to 24 X
7 Network Operations Center monitoring.

Approval to replace existing Audio-Visual system at the Libke building completed. Currently working
with vendor to get new hardware ordered and schedule install. This will include air gapping this system
from the city network.

Firewall Rules and DNS Setting reviewed and updated, will continue to review rules, and update as
needed.
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